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Ingress
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apiVersion: networking.k8s.io/v1
kind: Ingress

metadata:
name: ingress-wildcard-host
spec:
rules:
- host: "foo.bar.com"
http:
paths:

- pathType: ImplementationSpecific
path: "/app-a"
backend:
service:
name: app-a
port:
number: 80
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Gateway API
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kind: Gateway
apiVersion: gateway.networking.k8s.io/vlbetal
metadata:

name: external-http

namespace: gateway

2 spec:
Platform gatewayClassName: gke-17-global-external-managed
Admin g __________ ™ Gateway listeners:
- name: https
protocol: HTTPS
port: 443
tls:
mode: Terminate
options:
networking.gke.io/pre-shared-certs: example-com
allowedRoutes:
kinds:
- kind: HTTPRoute
TFRAYFEHRT BV —XONamespace namespaces:
e T Yl / from: Selector
selector:
(T 74U ER—Namespace ED'JY— matchLabels:
ZDHET) kubernetes.io/metadata.name: store
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Lo HTTPRoute

Service s
Owner AN

s> Service
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kind: HTTPRoute
apiVersion: gateway.networking.k8s.io/vlbetal
metadata:
name: store-external
namespace: store
spec:
parentRefs:
- kind: Gateway
name: external-http
hostnames:
- "store.example.com"
rules:
- backendRefs:
- name: store-vl
port: 8080
- matches:
- headers:
- name: env
value: canary
backendRefs:
- name: store-v2
port: 8080
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Istio, Kuma, Linkerd ZDH—E XAy 2704 J+TH Gateway APl Z#HR—k
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Dataplane V2

iptables / Calico R—XDT—RTL—IZHKH 5.
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Observability ¥t %) 7/FE&E®D advanced % ReZ 17

Network Policy Logging
FQDN Network Policy
Managed Hubble, etc
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k8s services,
policies

kube-proxy
calico-node

IPTables
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eBPF (extended Berkeley Packet Filter)
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e systemcalls

e kernel tracepoints

e network events, etc

Process

execve()

A eBPF

e

Scheduler ]

Linux
Kernel

int syscall__ret_execve(struct pt_regs *ctx)
{
struct comm_event event = {
.pid = bpf_get_current_pid_tgid() >>
.type = TYPE_RETURN,
1y

bpf_get_current_comm(&event.comm, sizeof(event.comm));
comm_events.perf_submit(ctx, &event, sizeof(event));

return

https://ebpf.io/what-is-ebpf/
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Cilium
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https://docs.cilium.io/



https://docs.cilium.io/
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$ kubectl -n kube-system get cm cilium-config
-0 yaml

apiVersion: vi

data:

~

custom-cni-conf: "true"
enable-bpf-masquerade: "false"
enable-fqgdn-network-policy: "false"
enable-google-multi-nic: "false"
enable-google-service-steering: "false"

enable-hubble: "true"
enable-hubble-open-metrics: "false"
enable-remote-node-identity: "true"
enable-service-topology: "true"
enable-well-known-identities: "false"
enable-local-node-route: "false"
ipam: kubernetes
kube-proxy-replacement: strict
tunnel: disabled




FQDN Network Policy Public Preview

FQDN [Z&% Network Policy &% R BEIZ

apiVersion: networking.gke.io/vlalphal

(DA ILEH—FEHHR—F) kind: FQDNNetworkPolicy
metadata:
name: allow-out-fqdnnp
DNS [C& 5B HIERERERITR)—%EA spec:
podSelector:
matchLabels:
________________________________________________ app: curl-client
egress:
- matches:
- pattern: "*.yourdomain.com"
Policy IP 7RL X154 - name: "www.google.com"
\ ports:
Enforcement DE#H " protocol: "TCP"
port: 443

DNS Proxy

anetd
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Dataplane V2 Observability Public Preview
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